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Summary  

The present study describes the design of a preparatory English language course for 

undergraduate students specializing in Information Security and its further development into a 

course book and online course. It provides the concepts and principles which guide the content 

of the course. The course presented in the paper is devoted to acquisition of the unique linguistic 

features of the English language, basic grammar patterns, terminology, and a set of language 

learning and translation strategies. The author assumes that this course will be effective among 

students who study information security and technologies, as it prepares learners to professional 

foreign language study. 
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According to new federal educational standards, the main goal of foreign language 

teaching in higher education institutions is to form the foreign language professional 
communicative competence of undergraduate students [5]. This competence allows future 
specialists to demonstrate professional vocabulary; it is highly essential for getting ahead at work 
and provides additional job benefits.  

This article is concerned with teaching English to information security undergraduate 
students, so further research is related to this major. Information security specialists with 
professional skills and good command of professional English are in high demand in Russia and 
abroad. However, we have researched that not all information security undergraduate students 
meet foreign language requirements. Department of Foreign Languages in field of Law, 
Economics, and Management conducts entry test to students who have been enrolled at Institute 
of Law, Social Management and Security. This test checks basic knowledge of grammar and 
vocabulary, and four language skills in reading, listening, speaking, and writing. Diagnostic 
assessment is carried out for students to find their level of English. The result of this testing has 
shown that some students can speak and express ideas without hesitation, use basic tenses but 
have problems with more complex grammar issues; others can read and comprehend texts for 
beginners, however, they have poor vocabulary skills; the third category of students hardly 
pronounce words correctly and do not comprehend the reading. The student response to 
complete written and oral translation exercises has revealed two contradictory tendencies: 
respondents use diverse online applications to translate information in English however, they 
struggle with oral translation. We have analyzed their test papers and concluded that errors often 
occur in grammar, selection of inappropriate words, and coherence of parts of speech. Some 
students prefer using online aids instead of translation strategies on their own. Probably, these 
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language skills are not strong enough to use them without help. Nevertheless, a positive thing of 
using information technologies is that information security students have got some experience in 
foreign language meeting: they have been playing computer games or have studied computer 
topics in English, or even have got some working experience connected with IT. Still many full-
time students have an intermediate level of English, although part-time students usually have 
beginner or low-intermediate levels of English.   

It is difficult to start teaching professional English (English for Specific Purposes) when 
the basic foreign language skills do not suit the requirements. So we have decided to design a 
preparatory English course for these groups of Information Security students. The course should 
last for one term and prepare Information Security students to suit a Professional English 
language study program. Having studied scholar literature on teaching EFL and ESP, and design 
of these training, we have decided that the course would be content-based [1]. The course covers 
the unique linguistic features of the English language; it contains basic grammar structures and 
vocabulary used in IT English, precedes the development of foreign language professional 
communicative competence in the field of Information Security. The following concepts guide 
the course content. 

First of all, much attention is paid to the lexis [4]. General terms would be replaced by 
semi-technical and professional vocabulary (e.g., “It is a table”. “It is a network”.) Semi-
technical vocabulary is sometimes even more important for IT Specialists than technical 
vocabulary which is learned much on the job. These include items that are neither technical nor 
general (e.g., adjust, admit, attain, obtain, present, etc.). Technical homonyms are words that 
have identical spelling and pronunciation, whilst maintain different meanings and are difficult to 
learn (e.g., “A bus is a large road vehicle that carries passengers. In tech English a bus is a set of 
wires that carries information from one part of a computer system to another”).  Students are 
gradually introduced with professional terminology, terminological phrases, and idioms in 
computer-based texts. Although we still use examples of language corpus and abridged texts, we 
integrate authentic materials such as excerpts of manuals, IT books, instructions, websites, blogs 
or job sites. These resources expand the usage of professional terms, idioms, and other language. 

Second, the unique linguistic features of the English language are thoroughly studied. 
Some of the features generally recognized as being important in IT discourse are the following: 
nouns and their determiners (its memory, his application, their advice, some progress, any 
research, much data, etc.), noun chains (e.g., a computer system, an identification technique, for 
flash memory organization, a user-friendly operating system, etc.), definition and generalization, 
word formation (e.g., to apply – application, applying – applicator, applicant – applied, 
applicable; to bug-hunt – bug-hunting – bug-hunter – bug-hunted; to operate – operation – 
operator – operated, etc.), usage of affixes (practice – malpractice; crypt – decrypt; put – input / 
output; usable – reusable, etc.), adjectives and adverbs.  

Third, rather than teaching a “vocabulary” course, we incorporate grammar lessons in 
vocabulary practice. The course concentrates on teaching grammar and syntax structures. We 
start teaching basic functions of grammar items; then we develop the ability to recognize various 
grammatical forms and issues in an English language text. Teaching grammar here is much like 
teaching any pre-intermediate grammar class, except the explanations are made in Russian, and 
examples are presented in technical contexts [3]. Moreover, we follow a functional grammar 
approach which examines how language functions in terms of the functional links between its 
basic elements [6]. System network of functional grammar approach is like a computer program. 
That is why we have thought that teaching grammar to information security students who have 
devoted themselves to computer study reach the goal quicker. Nevertheless, some areas of 
grammar are more important because they are frequently used in computer-based texts. They 
include the articles, conversion, forms of the verb, the infinitive, ing/ed-forms, gerund, verbs 
such as be, do, have and their functions, modals, relative clauses, noun compounds, the passive 
voice. For example, the passive voice accounts nearly one third of all verb forms in technical 
literature. The most common mistake is the failure to use be in the passive verb structure. While 
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converting the sentence from the active voice into passive, the discussion of typical mistakes can 
be helpful.  

Fourth, students are taught word-learning and translation strategies when they study IT 
English: transliteration, transcription, noun chain rules, addition, transposition, reduction, etc.  

Fifth, we have developed technology which allows building word consciousness and 
strengthen grammar skills. This language program encourages and engages students in learning 
new words and grammar aspects. Vocabulary and grammar activities incorporated in digital 
environment tend to be effective. Traditional drilling technique has converted and transmitted 
into online learning platform. Some tasks are created on different digital platforms which allow 
completing tasks online, receiving instant response and stating the level of acquiring English. If 
the offline study turns into online format, students can brush up skills on their own.  

Sixth, this course emphasizes the development of reading and translation skills mostly to 
prepare for the course of English for Professional Purposes, though there are activities to train 
listening, writing, and speaking skills, too.  

Seventh, assessing student learning is a crucial component of effective teaching and 
achievement. Assessment tasks are used during midterm control to check vocabulary and 
grammar aspects, and monitor students` language competence and translation skills. 

We have written a course book “English for IT Students” to achieve the goal [2]. The book 
consists of three main modules: “Noun”, “Adjective”, and “Verb”. The structure of each unit is 
the same; however, some lessons contain listening comprehension exercises. The course includes 
explanations, practice assignments, readings, and communication activities, quiz and web quest 
opportunities to test students’ knowledge and skills. Many exercises are interactive, generated on 
Google, Learnis, Quizlet, Word Search, Word Cloud by means of QR codes or links. Assessment 
section covers each unit. The book also includes two supplements: texts for reading 
comprehension and activities, and tasks for translation. These are a series of additional materials 
introducing students to the history of the creation of a computer, computer systems, and 
information security.  

Having taught these students for a term we have noticed some progress in language 
awareness, and learning abilities. We suppose that the success of our course is due to 
collaboration of the content-based approach and information technology nature. Professional 
vocabulary, specific language features and structures are learnt better if the students are 
motivated and engaged in attractive online educational environment.  
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